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(54) Title: SECURITY DEVICE 
(57) Abstract 

A computer system (10) comprises 
computer apparatus (12) incorporating the 
first and second electronic components (20, 
22) and is electrically connected to a secu- 
rity device (14) which is associated with a 
non-volatile store (16) and components (12 
and 14) are interconnected via a security bus 
(18). The security device (14) is used to pro- 
tect at least one of the first electronic compo- 
nent (20) and the second electronic compo- 
nent (22) from theft and unauthorised re-use. 
Typically component (20) is a microproces- 
sor for generating instructions and compo- 
nent (22) is a memory module for receiving 
instructions and outputting signals in conse- 
quence, the components (20, 22) being inter- 
connected by a further bus (24). 
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Security Device 

The present invention relates to a computer system. 
In particular, the present invention relates to a security 
device for preventing theft and unauthorised re-use of 
electronic components forming part of a computer system. 

Electronic components, particularly those used in 
computer systems (such as memory modules, microprocessors, 
disk drives, and the like) are an attractive commodity to 
steal. This is because they are valuable, small, light, 
easily removed, difficult to trace once stolen, physically 
interchangeable, and difficult to protect from theft. 

To prevent theft, the components could be securely 
fixed in place inside the computer system, and covered with 
a non-conducting material (such as a glob top) . This has 
the disadvantage, however, that the components are no 
longer removable by the owner, which means that the 
components cannot be easily replaced, for example so as to 
be upgraded. 

It is an object of the present invention to provide a 
security device for use with a computer system for 
preventing theft and unauthorised re-use of electronic 
components forming part of a computer system. 

According to a first aspect of the present invention 
there is provided a security device for use with an 
electronic component forming part of a computer system, 
where the electronic component communicates via a plurality 
of signal-conveying connectors, and the security device 
comprises : 

storage means for storing a predetermined code 
for use as a security code, 

detection means connected to at least one of the 
signal-conveying connectors for detecting a signal, 

comparing means responsive to the detection means 
for evaluating a function of the predetermined code and 
signals on the at least one of the signal-conveying 
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connectors to determine whether or not that function 
fulfils an acceptance criterion, and 

disable means responsive to the comparing means 
for disabling either the electronic component or the 
security device. 

The comparing means evaluates a function of the 
predetermined code and the signals detected by the 
detection means to determine whether or not that function 
fulfils an acceptance criterion. In its simplest form the 
function may be the subtraction of respective bits and the 
acceptance criterion is met if each subtraction results in 
a binary zero. In a more complicated form the function may 
be the addition of respective bits . Alternatively, the 
function may be another logical combination, or even a 
hashing function. 

Preferably, the computer system simultaneously applies 
the same bit of the predetermined code on a plurality of 
the signal-conveying connectors to ensure that whichever of 
the signal-conveying connectors is monitored by the 
detection means the correct bit from the predetermined code 
will be detected. 

Preferably, the storage means is non-volatile memory 
such as an EPROM or EE PROM . Alternatively, the storage 
means is another form of non-volatile storage such as 
computer hard disk, floppy diskette, CD-ROM, and the like. 

Preferably, the detection means is connected to at 
least one control signal on the signal-conveying connectors 
to determine when a selected data signal is valid, and to 
the selected data signal on the signal-conveying connectors 
to monitor the value of the data signal. 

Preferably, the disable means disables the electronic 
component by applying a fixed voltage to one of the signal- 
conveying connectors . 

Preferably, the disable means disables the security 
device by disabling the output of the disable means. 
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Preferably, there is a delay between determining that 
the electronic component should be disabled and actually 
disabling the electronic component. Conveniently, the 
delay is variable. This feature has the advantage of 
hiding the event which caused the disable means to disable 
the electronic component. 

In one mode of operation, the security device 
comprises timing means for generating a time-out signal 
after a period of time. The disable means is also 
responsive to the time-out signal for disabling the 
electronic device in the event that the predetermined code 
does not fulfil the acceptance criterion prior to 
generation of the time-out signal, and for disabling the 
security device in the event that the predetermined code 
does fulfil the acceptance criterion prior to generation of 
the time-out signal. 

Preferably, the timing means counts the number of 
signal changes detected by the detection means until a 
predetermined number is reached. Alternatively, the timing 
means is a delay circuit comprising resistive and 
capacitive elements, or a shift register. Alternatively, 
the timing means may be a monostable circuit. 

Preferably, the detection means, comparing means, 
timing means and disable means are implemented on an 
Application Specific Integrated Circuit (ASIC) . 

In another mode of operation, the security device 
comprises delay means for generating a blanking interval on 
initiation of power to the security device, so that 
operation of the security device is inhibited until after 
the blanking interval has elapsed. Preferably, the delay 
means counts the number of signal changes detected by the 
detection means until a predetermined number is reached. 
Alternatively, the delay means uses a monostable circuit, 
or a clock, or, the delay means waits until a predetermined 
state or condition is reached. 
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According to a second aspect of the present invention 
there is provided a method of disabling an electronic " 
component having signal -conveying connectors if a 
predetermined code is not received, the method comprising 
the steps of: 

storing a predetermined code for use as a 
security code, 

detecting a signal on at least one of the signal- 
conveying connectors , 

evaluating a function of the predetermined code 
and signals on the at least one of the signal-conveying 
connectors to determine whether or not that function 
fulfils an acceptance criterion, and 

consequently disabling either the security device 
or the electronic device . 

The method may further comprise the step of generating 
a time-out signal after a period of time if the acceptance 
criterion is not met. 

Alternatively, or additionally, the method may further 
comprise the step of generating a delay on initiation of 
power to the security device, so that operation of the 
disable means is inhibited until after the delay has 
elapsed. 

It will be understood that the host may be, for 
example, a computer, a motherboard, or some other component 
or components to which the electronic component is 
connected . 

These and other aspects of the present invention will 
become apparent from the following specific embodiments, 
given by way of example, when taken in combination with the 
accompanying drawings , in which : 

Fig 1 is a block diagram illustrating the electronic 
interconnection of computer apparatus and a security 
device; 

Fig 2 is a block diagram of an embodiment of the 
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present invention where a memory module is to be protected 
from unauthorised use; 

Fig 3 is a block diagram of an embodiment of the 
present invention where a microprocessor is to be protected 
from unauthorised use; 

Fig 4 is a schematic diagram in two parts (Figs 4a and 
4b) showing a specific implementation of the embodiment of 
Fig 2 . The line A-A shows where the original schematic 
diagram was cut to produce Figs 4a and 4b; and 

Fig 5 is an alternative embodiment of a detail of Fig 

4 . 

Fig 1 shows part of a computer system 10 comprising 
computer apparatus 12, electrically connected to a security 
device 14, the device 14 having an associated non-volatile 
store 16, where the apparatus 12 and security device 14 are 
connected via a security bus 18. The apparatus 12 
comprises a first electronic component 20 for generating 
instructions, which is typically a microprocessor, and a 
second electronic component 22 (which may be a memory 
module) for receiving instructions and outputting signals 
in response to the instructions, the first and second 
components 20,22 being connected by a bus 24. 

The security device 14 is used to protect at least one 
of the first and second components 20,22 from theft and 
unauthorised re-use . 

The non-volatile store 16 may be internal to the 
security device 14 or it may be external, as shown. 

The bus 24 comprises a plurality of signal conveying 
conductors, for example insulated wire connectors or tracks 
disposed on a printed circuit board, typically for 
conveying a plurality of data signals, a plurality of 
address signals, a plurality of control signals, one or 
more power signals and one or more electrical ground 
signals . 

The security bus 18 typically has fewer signal- 
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conveying conductors than the bus 24 , but this is not 
necessarily the case, and the individual conductors in the" 
security bus 18 are permanently connected to selected 
individual conductors in the bus 24. 

As will be explained in more detail, one or more 
selected conductors on the bus 24 are used to deliver a 
code, issued by the first component 20, to the second 
component 22. The code is in the form of a sequence of n 
data bits applied to the selected conductor (s) r where n is, 
for example, 64 . 

If the security device 14 is used to prevent 
unauthorised re-use of the second component 22 then at 
least part of the device 14 is physically connected to the 
second component 22 ( for example , they may be mounted on a 
common substrate) ; whereas, if the device 14 is used to 
prevent unauthorised re-use of the first component 20 then 
at least part of the device 14 is physically connected to 
the first component 20 . In either case, the security 
device 14 can operate in either of two modes . 

In the first mode of operation, the device 14 monitors 
the selected conductor ( s ) immediately power is received by 
the device 14 at switch-on of the system 10. The device 14 
then evaluates a function of the n bit predetermined code 
stored in non- volatile store 16 and bits derived from bus 
2 4 to determine whether or not an acceptance criterion is 
fulfilled prior to a predetermined time interval having 
elapsed . 

It will be understood that the predetermined time 
interval may be determined exactly by a clock function, or 
it may be determined on a variable basis in relation to the 
operation of the device by detecting the state of an 
electronic component such as a monostable, or by counting 
the number of occurrences of a particular event cycle on 
the bus 24 . 

It will. also be understood that the security device 14 
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continuously monitors bits on. the bus 24; however, bits are 
only derived from the bus 24 when a code criterion is met". 
The code criterion may be, for example, the logical state 
of one or more signals on the bus 24. 

When the code criterion is fulfilled, the bits derived 
from bus 24 may be . read directly and the logical value of 
the bits used as the code, or the bits read may be operated 
on to produce the n bit code. There are a number of ways 
in which the bits read may be operated on, for example, 
bits from the bus 24 may be operated on by a function to 
produce different bits, or a bit pattern may be detected to 
produce a single bit, or a hashing function may be applied 
to the bits from the bus 24. 

It will also be understood that the bits from the bus 
24 which are taken to form the code are not necessarily 
adjacent bits from the bus 24. 

It will also be understood that the acceptance 
criterion may be fulfilled when the received code is 
identical to the predetermined code stored in non-volatile 
store 16; or it may be that acceptance criterion is some 
function of the predetermined code; or the acceptance 
criterion may be fulfilled by a predetermined condition or 
state being attained when the two codes are compared. 

If the acceptance criterion is fulfilled then the 
security device 14 disables itself. If/ however, the 
predetermined time interval has elapsed during which time 
the acceptance criterion is not fulfilled, then the device 
14 sets one or more of the conductors in the bus 24 to a 
fixed voltage, thereby disabling operation of the selected 
component (either 20 or 22) without damaging the other 
component (22 or 20 respectively) or the bus 24. 

In the second mode of operation, when power is applied 
to the device 14 at switch-on of the system 10, the device 
14 waits for a blanking interval. During this blanking 
interval, operation of device 14 is inhibited, for example, 
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by arranging that the disable means is disabled. When the 
blanking interval has elapsed the device 14 then evaluates 
a function of the n bit predetermined code stored in non- 
volatile store 16 and bits derived from bus 24 when the 
code criterion is fulfilled to determine whether the 
acceptance criterion is fulfilled. If the acceptance 
criterion is fulfilled then the security device 14 
disables itself. If, however, the acceptance criterion is 
not fulfilled then the device 14 sets one or more of the 
conductors in the bus 24 to a fixed voltage, thereby 
disabling operation of the selected component (either 20 or 
22) without damaging the other component (22 or 20 
respectively) or the bus 24. 

Fig 2 is a block diagram of a memory module 30 which 
incorporates components 14, 16, 18, 22, and 24 of Fig 1, 
and where the security device 14 operates in the first mode 
(described above) , with the comparing means evaluating the 
function of subtracting or comparing sequential bits, and 
the acceptance criterion being that each subtraction or 
comparison should produce a binary zero. The module 30 is 
for connection to a host computer, which is the first 
component 20 of Fig 1. 

Memory modules are particularly vulnerable to theft 
because they are designed to be easily removed, they are 
designed to be interchangeable, and multiple modules may be 
used in each computer system. Memory modules are circuit 
boards which are populated with memory circuits to provide 
additional memory for a host computer, and which have a row 
of connectors along one side to connect to a computer 
motherboard. The memory circuits are equivalent to the 
electronic component 22 of Fig 1. 

The module 30 incorporates the security device 14, the 
non-volatile memory 16, the security bus 18, the second 
component 22, and the bus 24 . Generally, memory modules 
connect to a motherboard via a connector, so there is a bus 
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2 4 on the module 30 and also on the motherboard. 

The security device 14 in Fig 2 is implemented as an 
ASIC with eight input/output connections (pins) . One pin 
31 (the connections of which are not shown internally to 
the security device 14) is used to receive power (Vdd) , one 
pin 32 (the connections of which are not shown internally 
to the security device 14) is used to receive electrical 
ground (Vss), one pin 34 to receive a data bit from the bus 
24, three pins 36,38,40 to receive control signals from the 
bus 24 (relating to the one data bit to which pin 34 is 
connected) , one pin 42 to receive data from the non- 
volatile store 16, and one pin is unused. 

Pin 34 is connected to data bit 9, although pin 34 
could be connected to any other data bit, or any other 
suitable bit such as an address bit or control bit. Pin 36 
is connected to the control conductor which is used to 
indicate when data bit 9 contains valid data, thus pin 36 
is connected to RASO. Similarly, pin 38 is connected to 
the column address strobe (CAS) signal for data bit 9 
(CAS1) . Pin 40 is connected to the write enable (WE) 
signal. Pins 31, 32, 34, 36, 38 and 40 comprise the 
security bus 18. Pins 36, 38, and 40 are active when data 
bit 9 contains valid data; that is, these pins (36,38,40) 
convey active signals when the host 20 is writing data to 
the memory circuits 22 on data bit 9. If a data bit other 
than data bit 9 was used, the pins 36,38,40 would be 
connected to the appropriate signals which define a write 
cycle for the data> bit chosen. This information (the 
signals which, when active, define which particular data 
bits contain valid data) is available from standard data 
books (published by memory module suppliers) and text books 
relating to memory modules. The non volatile store 16 is 
a one-time programmable ROM which is programmed with a 
predetermined 64 bit code. In other embodiments the 
predetermined code may be longer or shorter than 64 bits. 
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The predetermined code is entered into a computer program 
for installing in the computer 20 connected to the module" 
30. 

In use, the module 30 and computer program containing 
the predetermined 64 bit code are installed in the computer 
system 10; thereafter, the computer system 10 is switched 
on . When the computer 20 receives power, - the 

microprocessor within the computer 20 executes an 
initialisation procedure, during which the computer 20 
determines, amongst other things, how much memory is 
present . During at least part of the initialisation 
procedure the memory module 30 will be accessed by the 
computer 20 and the computer 20 may write data to the 
module 30. 

When power is first applied to the security device 14, 
timing means 52 is used to ensure that the security device 
14 will disable the module 30 if the correct code is not 
received within a predetermined time limit (in accordance 
with the first mode of operation of device 14 previously 
explained) . This has the advantage that there is only a 
limited amount of time in which unauthorised users can 
attempt to generate the correct code. The timing means 52 
is connected to detection means 50 for counting the number 
of refresh cycles using pins 36 and 38, and generates a 
time-out signal 53 once a predetermined count value is 
reached . 

Once the computer 20 has finished at least part of the 
initialisation procedure (which may take several minutes 
for some systems) then the program storing the 
predetermined code is executed. This program is accessed 
by the computer 20 from a store within the computer 20 
during the initialisation procedure, and causes the 
computer 20 to write the predetermined code to the memory 
module 30 via bus 24. The computer 20 simultaneously 
writes the same bit of the 64 bit code on each data 
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conductor in the bus 24 to ensure that whichever conductor 
on the bus 2 4 is monitored by the device 14, at any given 
moment in time, the correct bit from the predetermined code 
will be seen. Thus, the first bit of the code is written 
on each data conductor, then the second bit of the code is 
written on each data conductor, and so on until all 64 bits 
of the code have been written on all of the data 
conductors, so that whichever data conductor is monitored 
the correct sequence of 64 bits will be detected. This 
obviates any problems which may arise due to the computer 
20 scrambling the data prior to outputting the data to the 
data conductors on the bus 24. 

The computer program in this embodiment ensures that 
the predetermined code is applied as an unbroken sequence, 
for example, by ensuring that the code is not broken by 
interrupt servicing. However, in other embodiments, the 
code may be interrupted by design, in which case the 
security device is arranged to filter the received signals 
to restore the unbroken code. 

If more than one module 30 is used in a computer 
system 10 then there is a corresponding number of security 
devices 14, each with a different code. The predetermined 
codes (one for each security device) are written in 
sequence by the computer 20, thus the first predetermined 
code is written, then the next predetermined code is 
written, and so on until all of the predetermined codes 
have been written. If a particular security device 14 
receives a block of 64 bits which does not match the 
predetermined code, then the device 14 ignores that block 
and waits to receive another block of 64 bits for comparing 
with the predetermined code. Thus, the various security 
devices 14 may receive any number of incorrect codes before 
each device 14 receives the correct code, provided the 
correct code is received prior to the respective timing 
means 52 generating the time-out signal 53. 
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When the computer 20 writes the predetermined code to 
the module 30, the detection means 50 detects that a write " 
operation has been initiated because of the state of the 
electrical signals on pins 36, 38 and 40. The output of 
detection means 50 then responds by controlling comparing 
means 54, which comprises a 64 bit shift register 56 and a 
comparator 58, so that the shift register 56 receives and 
stores data from pin 34. The comparator 58 independently 
receives and stores bits from the non- volatile store 16 
which are sent serially via pin 42. The comparator 58 then 
compares in parallel the bits from the non-volatile store 
16 with the bits from the shift register 56 on a bit by bit 
basis and, at the end of each 64 bit sequence, outputs a 
single comparison bit 60. The single comparison bit 60 is 
input to disable means 62. The time-out signal 53 is also 
connected to the disable means 62. 

If the time-out signal 53 goes active (indicating that 
the predetermined count has been reached) prior to the 
comparison bit 60 going active, then the disable means 62 
sets its output 64 to Vdd, ensuring that there will be a 
memory failure when the computer 20 attempts to write a 
logic zero onto data bit 9. 

If the single comparison bit 60 goes active 
{indicating that there is a match between the predetermined 
code and the code written by the computer program) prior to 
the time-out signal 53 going active, then the disable means 
62 is disabled so that data bit 9 is not affected by the 
security device 14, 

When power is removed from the computer system the 
security device 14 is reset so that when power is reapplied 
the device 14 must again receive the correct code before 
the device 14 will be disabled. 

If the security device 14 is connected to a circuit 
board then the device 14 should be mounted in such a way as 
to make removal or bypassing of the device extremely 
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difficult. For example, the device 14 and connections 
(particularly pin 34) may be covered with a material which" 
is difficult to remove, for example a glob top, or the 
connections to the security device may be made by tracks 
routed through the centre of the circuit board. 

Table 1 gives an example of a computer program for use 
with the above embodiment, which may be used to write a 
predetermined code to the device 22. 

Fig 3 is a block diagram of an embodiment of the 
present invention where a microprocessor is to be protected 
from unauthorised use. The first component 20 is a 
microprocessor, the second component 22 may be a memory 
module, motherboard, or the like. The microprocessor 20, 
the security device 14, the non-volatile store 16, and the 
security bus 18 are incorporated into a custom 
microprocessor 66. Within the custom microprocessor 66, 
there are similar components to the components described 
for the Fig 2 embodiment, like numerals relate to like 
components. The main difference between the embodiments of 
Figs 2 and 3 is that pins 36, 38 and 40 (which connect to 
WE, RAS, and CAS control signals in the Fig 2 embodiment) 
connect to different control signals (WE) in the Fig 3 
embodiment . 

Fig 4 shows a specific implementation of the 
embodiment of Fig 2. There is a 68 bit shift register 70 
for receiving and storing the predetermined code from the 
non-volatile store (not shown) via pin 42. 64 bits of the 
output 72 (which comprises the predetermined code output 
73) of the shift register 70 are connected to the 
comparator 58 . The remaining four bits are connected 
elsewhere in the circuit, as will be described below. 

The comparator 58 is an array of 64 exclusive NOR 
logic gates 74 (only one is shown for clarity) with 
additional logic at the 64 outputs of the XNOR gates 74 to 
generate a single output 75 from the 64 outputs. The other 
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input to the comparator 58 is from the output of the 64 bit 
shift register 56. The shift register 56 receives data 
from data line 9 via pin 34. 

The detection means 50 comprises logic gates to detect 
the state of pins 36, 38 and 40 which exists when a write 
cycle is being initiated. The timing means 52 comprises 
logic circuitry to detect when a refresh cycle is being 
initiated and to count refresh cycles (using a 30 stage 
counter) . There is also a multiplexor 80 to provide a 
degree of programmability in the length of time which 
elapses before the time-out signal 53 is generated. 

The multiplexor has three inputs 82 from the 68 bit 
shift register 70. Thus, the non-volatile store 16 can be 
programmed with an additional three bits to determine the 
delay before the time-out signal 53 is generated. This 
provides flexibility and is useful when the security device 
is used with computer systems which take longer than usual 
to initialise (for example, several minutes) . 

The time-out signal 53 is connected to the disable 
means 62. The disable means 62 has an AND gate 90 with an 
input from the final bit of the 68 bit shift register 70 
and an input from an initialisation line 92. The final bit 
of the 68 bit shift register is used as a disable bit so 
that the operation of the security device can be 
permanently disabled by setting the final bit of the shift 
register 70 to logic zero. The output of the AND gate 90 
is used to reset a register 94 which produces output 64. 
Output 64 is used to drive data bit 9 to a permanent high 
voltage, thus ensuring incorrect operation of the module. 

The security device 14 of the present invention could 
also be used to protect other types of electronic. _ 
components. For example, the security device 14 could be 
used to protect a microprocessor, in which case, the 
security device 14 may be connected to one or more control 
lines on the . microprocessor and a data line on the 
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microprocessor. The operation of the device would be very 
similar to that described for Figs 1 to 3 . However, the " 
microprocessor would perform the function of both the host 
20 and the electronic device 22. This is because 
microprocessors generate, amongst other things, the 
addresses and control signals in computer systems. Thus, 
the microprocessor would be used to generate the 
predetermined code (from a computer program), and the 
security device would monitor the appropriate pins (for 
example, a data pin and the write enable pin) of the 
microprocessor to determine when the code was being issued 
by the microprocessor. If the correct code was not 
detected prior to the time-out signal going active then the 
security device would drive one of the microprocessor pins 
to Vdd. This would disable operation of the 

microprocessor. Alternatively, the security device may be 
incorporated into the micro-instruction sequencer of a 
microprocessor; the security device could then disable the 
microprocessor by changing data in the data path. 

Fig 5 shows an alternative circuit for detecting 
refresh cycles. The circuit of Fig 5 is identical to the 
timing means 52 of Figs 4a and 4b except for the additional 
circuitry 100 which is used to exclude the possibility of 
detecting a certain type of cycle which is not a refresh 
cycle but which may be detected if the additional circuitry 
100 was not present. 

In other embodiments of the present invention, the 
security device 14 operates in the second mode, previously 
described with reference to Fig 1. in the second mode of 
operation, delay means is used to ensure that the computer 
20 has completed the initialisation procedure before the- - 
security device 14 begins to check for the correct code. 
Thus, no code is received or stored prior to completion of 
the initialisation procedure. .This is necessary if the 
security device 14 disables itself once an incorrect code 
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is received (unlike the Fig 2 and Fig 4 embodiments where 
the security device may receive any number of incorrect" 
codes) provided the correct code is received prior to the 
time-out signal being generated. The delay means is 
necessary to ensure that any incorrect code which is 
inadvertently issued by the host 20 during the 
initialisation procedure is ignored by the security device 
14. The host 20 may inadvertently issue a code by, for 
example, writing data to a memory location. 

The delay means may be determined by use of a clock 
located within or outside the security device 14. 
Alternatively, the delay means may be incorporated into the 
detection means 50 so that when power is first applied to 
the security device 14, the detection means 50 counts a 
predetermined number of, for example, refresh cycles. This 
would provide a delay to ensure that the computer 20 has 
finished the initialisation procedure before the correct 
code is sent to the electronic component 22. The number of 
refresh cycles which are counted (the length of the delay) 
may be a programmable option . 

In other embodiments different means may be used to 
implement the disable function. For example by 

electronically disrupting a signal path or by driving a 
signal (such as data bit 9 in the Figs 2 and 4 embodiments) 
to a fixed voltage such as electrical ground voltage, or by 
using logic circuitry to invert a signal or disable a 
buffer. In embodiments which use a security device to 
protect a microprocessor the disable means may be used to 
garble the data generated by the microprocessor. 

Pin 34 may be connected to any convenient conductor, 
for example any data conductor; or to any other convenient_ 
conductor, for example a conductor conveying an address 
signal or a control signal. If pin 34 was connected to an 
address signal then the host 20 would issue an address 
which would be considered as the code. For example, the 
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security device 14 would monitor an address bit and if the 
sequence of signals on the address bit did not match the " 
predetermined code then the address bit would be set to 
Vdd. 

In other embodiments, the security device 14 may be 
incorporated into the electronic device 22 which it is 
protecting. Where the electronic device 22 is fabricated 
as an integrated circuit then the security device 14 may be 
designed as part of the integrated circuit. Where a memory 
module controller is used for controlling memory 
redundancy, the security device 14 may be incorporated into 
the memory module controller; alternatively, the security 
device may be incorporated into a standard microprocessor. 

The eight pin package described in the Fig 2 
embodiment is given merely by way of example, other sizes 
and types of packaging (including no packaging) are 
possible . 

In other embodiments the predetermined code may be 
embedded into the security device 14 during manufacture to 
obviate the need for an external non-volatile store 16. 

The predetermined code in the above embodiments is a 
single 64 bit code which is applied to a single data line. 
However, in other embodiments, a plurality of codes may be 
applied to a plurality of data lines simultaneously. For 
example, a first 64 bit code may be applied to one 
conductor (data bit 9) and a second 64 bit code may be 
applied simultaneously to a second conductor (data bit 8). 
Both conductors would be monitored simultaneously and the 
codes which are received on the two conductors compared 
with two predetermined codes which are stored in the non- 
volatile store. The codes which are stored in the non- _ 
volatile store may be retrieved as serial data via a single 
conductor, or there may be two conductors to retrieve the 
data in parallel. Only if each of the received codes 
matches the corresponding code from the non-volatile store 
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is the security device disabled. This is a more complex 
embodiment because, for example, all of the data lines 
cannot convey the same data at any given time. If there is 
any scrambling of the data lines then the scrambling 
algorithm must be known so that the correct data is applied 
to the correct data line, or the timing sequence of the 
code requires to be reconstructed using inverse hashing. 

In other embodiments , the computer program which 
writes the predetermined code to memory may prompt the user 
to enter the code manually to avoid it being held in a 
local store which might be accessible to an unauthorised 
user who might thereby retrieve the code. 
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"this is an internal test message", 13- 10 "S " 
13,10, 

"01234567 $" 
"0123 $" 
"01 $" 



OSL C 1 • 


dd 




pat2 : 


dd 


0 f f f f f f f fh 


oat3 : 


dd 


OOOOOOOOh 

W w w W W W w w L L 


oat4 : 


dd 


OOOOOOOOh 

WWW W \J w W w I L 


patS : 


dd 


Of fff ff ffh 


pat6 : 


dd 


Of fff fff fh 


pa t7 : 


dd 


OOOOOOOOh 




dd 


OOOOOOOOh 


oa t9 : 


dd 


OOOOOOOOh 


patlO : 


dd 


Of fff fff fh 


patll : 


dd 


Of fff fff fh 


pat 12 : 


dd 


Of fff fff fh 


pat!3 : 


dd 


OOOOOOOOh 


patl4 : 


dd 


OOOOOOOOh 


pafclS : 


dd 


OOOOOOOOh 


pat!6 : 


dd 


OOOOOOOOh 


patl7 : 


dd 


Of fff fff fh 


patl8 ; 


dd 


Of fff fff fh 


pacl9 : 


dd 


Of fff fff fh 


pat20 : 


dd 


Of fff fff fh 


pat21 : 


dd 


OOOOOOOOh 


pat22 : 


dd 


OOOOOOOOh 


pat23 : 


dd 


OOOOOOOOh 


pat24 : 


dd 


OOOOOOOOh 


pat25 : 


dd 


OOOOOOOOh 


pat26: 


dd 


Of fffffffh 


pat27 : 


dd 




pat28 : 


dd 


Offffffffh 


pat29 : 


dd 


Of fff fff fh 


pac30 : 


dd 




pat31 : 


dd 


OOOOOOOOh 


pat32 : 


dd 


OOOOOOOOh 


pat33 : 


dd 


OOOOOOOOh 


?at34 : 


dd 


OOOOOOOOh 


pac35 : 


dd 


OOOOOOOOh 


pat3S : 


dd 


OOOOOOOOh 


pac37 : 


dd 


Offffffffh 


pac38 : 


dd 


Offffffffh 


pat3S : 


dd 


Offffffffh 


pac40 : 


dd 


0:nr::f :h 


pat41 : 


dd 


Offffffffh 


?ac42 : 


dd 


Offffffffh 


?at43 : 




OOOOOOOOh 


pat44 : 


dd 


OOOOOOOOh 


pat45 : 


dd 


OOOOOOOOh 


pac46 : 


dd 


OOOOOOOOh 


pat47 : 


dd 


OOOOOOOOh 



SUBSTITUTE SHEET (RULE 26) 



JUMPS 

.model small 

.stack lOOh 

. code 
. 486p 

start: J"MP 

mess : cb 

cr : db 

rlword: db 

rwo rd : db 

rbyte: db 
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pat48 


: dd 


OOOOOOOOh 


pat49 


: dd 


OOOOOOOOh 


patSO 


dd 


Offffffffh 


patSl 


dd 


Off ffffffh 


« «- C 1 

patoZ 


dd 


Offffffffh 


pat53 


dd 


Offffffffh 


patS4 


dd 


Offffffffh 


pat55 


dd 


Offffffffh 


patS6 


dd 


Offffffffh 


pat57 


dd 


OOOOOOOOh 


pat58 


dd 


OOOOOOOOh 


patS9 


dd 


OOOOOOOOh 


pat60 


dd 


OOOOOOOOh 


pat61 


dd 


OOOOOOOOh 


pa t62 


dd 


OOOOOOOOh 


pat63 


dd 


OOOOOOOOh 


pat64 


dd 


OOOOOOOOh 


pa too 


CG 


Offffffffh 


pat66 . 


dd 


Offffffffh 


pat67 ■ 


dd 


Offffffffh 


pat68 . 


dd 


Offffffffh 


pat69 : 


dd 


Offffffffh 


pat70 « 


dd 


Offffffffh 


pat71- 


dd 


Offffffffh 


pat72 : 


dd 


Offffffffh 



peer: mov dx, offset cr ; cutout CR and LF 

mov ah, 9 

inc 21h 



ret 



prlwo rd: mov 


di, of f set 


rlwo rd 


rol 


eax, 8 




call 


hex 




rol 


eax, 8 




call 


hex 




rol 


eax, 8 




call 


hex 




rol 


eax, 8 




call 


hex 




mov 


dx, of fset 


rlwo rd 


mov 


ah, 9 




inc 


21h 




ret 







;output 32-bit word 



prworc: mov 
rol 
call 
roi 
call 
mov 
mov 
int 
ret 



di, offset rword 

ax, 8 

hex 

ax, 8 

hex 

dx, offset rward 

ah, 9 

21h 



; output 16-bit word 



prbyte: mov di , offse , =byte ;outout 3-bit ovzt 

call hex 



mov 



hex: oush 



ax, offset rbvte 



mov ah, 9 

ir.c 21h 
ret 



- . a:< „ ;byte0 - hex to asci 

anc ax, 0 rh 

Table 1 (continued) 
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hexl : 
hex 2 : 



he:<3 : 
hex4 : 



register 
bits 





ax, Oah 




hexl 


sub 


ax, Oah 


add 


ax, "A" 


jmp 


hex2 


add 


ax, ** 0 


mo v 


dx, ax 


roi 


dx, 3 


pop 


ax 


push 


ax 


ror 


ax, 4 


and 


ax,0fh 


cmp 


ax, Oah 


jl 


hex3 


sub 


ax, Oah 


add 


ax, "A" 


jmp 


hex4 


add 


ax, "0" 


add 


ax, dx 


mov 


Cdi] ,ax 


add 


di, 2 


pop 


ax 


ret 




push 


ds 


push 


cs 


pop 


ds 


mov 


eax, crO 


call 


prlword 


mov 


eax, crO 


or 


eax, 600C 


mov 


crO , eax 


mov 


eax, crO 


call 


prlword 


wbinvd 




mov 


eax, crO 


call 


prlwo rd 


call 


crcr 
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1b2: 



mov 

mov 
mov 

cli 

mov 
mov 

mov 



; save ds 

; make ds same as cs 



/output crO 

; read control 
;set cache control 
/disable cache 
; check values 

; flush cache 
; check values 



bx, 50000 
cx,72 

si, offset: oacl 



di , c f f sec rbyte 
[di] , Oaaaaaaaah 



' disable interrupt 

; output 3-bic bvce 
roucpuc marker 



riworci 



lpl : mov 
mov 



eax, [si] 
Cdi] ,eax 



Table 1 (continued) 
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add si, 4 

dec cx 

jnz lpi 

Sti ; enable interrupts 



dec bx 
cmp bx r 0 

jne l P 2 



wbinvd 



mov eax,cr0 ; check values 

call prlword 

call peer 

pop ds 

mov ah, 4ch ; Return to DOS 

int 21h 

end 



Table 1 (continued) 



SUBSTITUTE SHEET (RULE 26) 



WO 98/58305 



PCT/GB98/01705 



23 
CLAIMS 

1. A security device for use with an electronic 
component forming part of a computer system, where the 
electronic component communicates via a plurality of 
signal-conveying connectors, and the security device 
comprises : 

storage means for storing a predetermined code 
for use as a security code, 

detection means connected to at least one of the 
signal-conveying connectors for detecting a signal, 

comparing means responsive to the detection means 
for evaluating a function of the predetermined code and 
signals on the at least one of the signal-conveying 
connectors to determine whether or not that function 
fulfils an acceptance criterion, and 

disable means responsive to the comparing means 
for disabling either the electronic component or the 
security device. 

2. A security device as claimed in claim 1 wherein 
the comparing means evaluates a function of the 
predetermined code and the signals detected by the 
detection means to determine whether or not that function 
fulfils an acceptance criterion, the function being the 
subtraction of respective bits, and the acceptance 
criterion is met if each subtraction results in a binary 
zero . 



3 . A security device as claimed in either preceding 
claim wherein the computer system simultaneously applies 
the same bit of the predetermined code on a plurality of 
the signal-conveying connectors to ensure that whichever of 
the signal-conveying connectors is monitored by the 
detection means the correct bit from the predetermined code 
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4. A security device as claimed in either preceding 
claim wherein the detection means is connected to at least 
one control signal on the signal-conveying connectors to 
determine when a selected data signal is valid, and to the 
selected data signal on the signal-conveying connectors to 
monitor the value of the data signal. 

5. A security device as claimed in either preceding 
claim wherein the disable means disables the electronic 
component after a delay between determining that the 
electronic component should be disabled and actually 
disabling the electronic component. 

6. A security device as claimed in either preceding 
claim wherein the security device comprises timing means 
for generating a time-out signal after a period of time and 
the disable means is also responsive to the time-out signal 
for disabling the electronic device in the event that the 
predetermined code does not fulfil the acceptance criterion 
prior to generation of the time-out signal, and for 
disabling the security device in the event that the 
predetermined code does fulfil the acceptance criterion 
prior to generation of the time-out signal. 

7 . A security device as claimed in any one of claims 
1-5, wherein the security device comprises delay means 
for generating a blanking interval on initiation of power 
to the security device, so that operation of the security 
device is inhibited until after the blanking interval has 
elapsed. 

8 . A method of disabling an electronic component 
having signal-conveying connectors if a predetermined code 
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is not received, the method comprising the steps of: 

storing a predetermined code for use as a 
security code, 

detecting a signal on at least one of the signal- 
conveying connectors , 

evaluating a function of the predetermined code 
and signals on the at least one of the signal-conveying 
connectors to determine whether or not that function 
fulfils an acceptance criterion, and 

consequently disabling either the security device 
or the electronic device. 
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FIG .4b 
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